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Preface

This document covers the detailed configuration of OIM that is required to integrate
with Collections.

Also, it covers functional flow and detail configuration required for user provisioning
in Collections on default OIM installation. OIM Reconciliation and Schedule jobs are
not in scope.

This preface contains the following topics:
= Audience

= Documentation Accessibility

s Organization of the Guide

= Related Documents

s Conventions

This document is intended for the following:
s IT Deployment Team
s Consulting Staff

s Administrators

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For
information, visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or
visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing
impaired.

Organization of the Guide

This document contains:



Chapter 1, "Introduction"
This chapter presents an overview of user provisioning.

Chapter 2, "Configuration"
This chapter provides information on configuring OIM for OBP Collections.

Chapter 3, "User Fields and Constraints"

This chapter provides information on the user provisioning fields and related
constraints.

Chapter 4, "Functional Flow"
This chapter provides information on user provisioning activities.

Chapter 5, "Verification"
This chapter provides information on verification of OIM configuration performed.

Related Documents

For more information, see the following documentation:

s For information on the configuration that should be performed on day zero, see
the Oracle Banking Platform Collections Day Zero Setup Guide

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.




1

Introduction

In Oracle Banking Platform (OBP), users are maintained in a centralized repository
called Oracle Internet Directory (OID), which is used for authentication and
authorization purpose.

OBP Collections module has its own authentication and authorization process. Users
configured in the OBP require access to some of the services of Collections. To access
those services, user must be present in the Collections database. Hence, the user
provisioned in OBP is required to be provisioned in Collections module as soon as it is
created in OBP. A typical Collections request flow from online OBP user is
authenticated and authorized by the OBP framework and is forwarded to the
Collections module. Collections uses the user detail to create context to fetch underline
service to serve the request.

Oracle Identity Manager (OIM) is used to provision users in Collections when they are
created in OBP.

Introduction 1-1
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2

Configuration

This chapter details the configuration required for Oracle Identity Manager (OIM).

2.1 Prerequisites

Following is the list of prerequisites for configuring OIM:

1.

4.

You must install the following software:
= Weblogic Server 10.3.6

s SOA Suite 11.1.1.7

s IAM Suite 11gR2 PS2 (11.1.2.2.0)

« RCUI11.1.220

You must have administrative access to the following:

s OIM Design Console

s Oracle Identity System Administration http://<Host>:<Port>/sysadmin/

»  Oracle Identity Self Service http:/ /<Host>:<Port>/identity /

s Oracle Directory Services Manager (ODSM). For more information, see
Chapter 5.1, "Verification of OIM Configuration".

URL of OID to which OIM is synchronized is known. Also, must have
administrative access to ODSM to connect OID.

Values of following fields are known:

Table 2-1 OBP Collection Connection Parameters

Field Name Value Description
webserviceUrl http:/ /<Host>:<Port>/com.ofss.fc.webservic | Host server webservice URL pointing
e/services/ collection/ORMBUserProvisionin | to Collections (ORMB) User
gApplicationService Provisioning service
Where Host & Port: IP and Port of HOST
Server where OBP Collections is deployed.
sessionUserld OBP Administrative user having access to
Collections services. Also, same User must be
present in Collections (ORMB) database as
Administrative User.
bankCode Bank Code
transactionBranch Transaction Branch

Configuration 2-1



Create OBP Collections System User

Table 2-1 (Cont.) OBP Collection Connection Parameters

Field Name Value Description

channel Channel

marketEntity Market Entity

businessUnit Business Unit

isSecurityEnabled true/false This flag is used to enable security

through OWSM policies. Provide
value based on environment
configuration.

securityParamLookup Lookup containing client security
policy properties in the form of key
and value. Provide values as per
client policy configured.

securityPolicy Client security policy name as per
service policy configured.

5. Check following artifacts are available as part of Collections release bundle:
= com.ofss.fc.extxface.wsdl.client.jar
= com.ofss.fc.extxface.oim.jar

= collections_oim_export.xml

2.2 Create OBP Collections System User

The following configuration is to create Collections System User for OIM. System User
is required to authenticate OIM Collections user provisioning request at OBP server.

Note: It is assumed OBP default User and Role (Application Role
Enterprise Role) configuration is already seeded in OID.

1. Create user with User Id OIMOBPCOLL using ODSM. Provide necessary User
attributes.

2. Assign enterprise Role Administrators to User.

3. Create same user in Collections using Collections native admin Ul Assign
CLNHOSTUSER Group to User, to provide minimum access of Collections native
admin screen. For more information, see Section 5.3, "Create Users in Collections."

2.3 OIM Configuration

This section provides information on OIM Configuration.

2.3.1 Configure Collections Jar files

Below is sample configuration for OIM JavaTask and ThirdParty jar. Copy below listed
Collections jars for user provisioning to the specified location.
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Table 2-2 Collection Jar files

Artifact

Location

Description

com.ofss.fc.extxface.wsdl.client.ja
r

<IDM_
HOME>/server/apps/oim.ear/

Web service client to invoke
Collections service to provision

User. It should be treated as
ThirdParty OIM jar.

APP-INEF/lib

<IDM
HOME>/server/ThirdParty To ensure Collections java files
exists, explode jar and check if
package structure
com\ofss\fc\extxface\app\coll
ection\service\userprovisioning

is present.

<IDM_
HOME>/server/JavaTasks

com.ofss.fc.extxface.oim jar This jar file contains java class to
create, update and delete User. It
should be treated as OIM

JavaTask jar.

To ensure Collections java files
exists, explode jar and check if
package structure
com\ofss\fc\extxface\oim\coll
ection is present.

2.3.2 Configure Collections User Groups

As part of day zero configurations, administrators must add all Collections User
Group to lookup definition LOOKUP.ORMB.USER.GROUPS in OIM, except
Collections default User Group.

To know more about day zero configuration, see Oracle Banking Platform Collections
Day Zero Setup Guide.

1. Log in to Oracle Identity System Administration. In the left pane, under
Configuration, click Lookups.

Figure 2—-1 Search and Select - Lookup Type

Identity System Administration

The Search and Select: Lookup Type window is displayed.
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Figure 2-2 Search and Select - Lookup Type

Search and Select: Lookup Type

~|Search

Match @ All ) Any
Meaning
Code

Description

Search Reset

4 1 | +

7
Meaning Code Description
No data to display.

Lookup Values

Meaning Code Enabled |Sequence |Description
No data to display.

0K | Cancel

2. Click Create Lookup Type icon on the toolbar. The Create Lookup Type dialog
box is displayed.
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Figure 2-3 Create Lookup Type - Clicking icon

Search and Select: Lookup Type

~|Search

Match @ All ) Any
Meaning
Code

Description

4 | T
Meaning Code Description

Search Reset

3

No data to display.

Lookup Values

Meaning Code Enabled |Sequence |Description

Mo data to display.

Figure 2—4 Create Lookup Type - Dialog box

Create Lookup Type

* Meaning | | Description
* Code
Lookup Codes
View 38 | Hfipetach
* Meaning |* Code Enabled |Sequence Description

0K | Cancel

Click Create to add a lookup code.

3. Specify the following values:
s Meaning: LOOKUP.ORMB.USER.GROUPS
s Code: LOOKUP.ORMB.USER.GROUPS

»  Description: Collections User Groups

Save Cancel
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Figure 2-5 Enter Lookup Values

Create Lookup Type

* Meaning | LOOKUP. ORMB.USER..GROUPS Description | Collections User Groups

* Code | LOCKLUP, ORMB.USER.GROUPS

Lookup Codes
View » ¥ | Hfipetach
* Meaning |* Code Enabled |Segquence Description

Click Create to add a lookup code.

Save Cancel

4. In the Lookup Codes section, click the Create Lookup Code icon. A row is added
to the Lookup Codes section in which you can specify valid Collections ORMB
User Group in Meaning and Code.

s Meaning: C1_BSERVICES (This is a sample value, add values provided).
s Code: C1_BSERVICES (This is a sample value, add values provided).
= Enabled: Select the check box if you want to enable the lookup code.

= Sequence: Number to specify a sequence for the lookup code. A lower
number indicates higher priority. For example, 1 indicates highest priority.

Figure 2-6 Edit Lookup Type

Edit Lookup Type

 PAsareg | LOORKLE, CRE, USER  GROUSDS Desoiphion | £ olectiond Uder Grongs
Code  LOOHLP, ORME,UISER,, GROUPT

Lookup Codes

View - x = Detadh

* Peieanrg * Cade Frabled  Seduence Ol nor gabon
| c1_p=eRvicES C1_BSERVICES ] 1 |

gave | gancel |

5. Similarly, repeat steps (step 4) to create as many lookup codes you want. To
remove a lookup code, you can select the row for the code and click the Remove
Lookup Code icon.

Note: Code should be a valid Collections User Group, else it would
be treated as invalid while provisioning. The value in the Meaning
field will be shown to user on Create User form.
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6. Click Save. The lookup type is created.

Figure 2—7 Lookup Type Creation

Search and Select: Lookup Type

~|Search

Match @ All©) Any
Meaning
Code

Description

4 | 1

G Z

Meaning Code Description

Search Reset

3

Audit.UserProfile, CustomP Audit.UserProfile, Cus
Catalog Risk Level Lookup.Catalog.Risk.
Global.Lookup.Language  Global Lookup.Langu:
Global.Lookup.Region Global. Lookup.Regior
[o0KUP.ORMB USER .GRG LOOKUP.ORMB USER Collections User Groups |
Lookup. ACT_PROCESS_TR Lookup. ACT_PROCES
Lookup. Adapter Factory.A Lookup. Adapter Fach

LOOKUP.ORMB.USER.GROUPS: Lookup Values

Meaning Code | Enabled |Sequence Description

| »

C1_BSERVICES C1_BSERVICES

[ e

Note:

s Lookup definition LOOKUP.ORMB.USER.GROUPS values can be
imported or exported using OIM Deployment Manager, useful
when migrating from one environment to other.

= Restart of OIM server is required after updating the lookup

definition.

2.3.3 Collection Sandbox

Following is configuration to create, activate, deactivate, and publish sandbox.

1. Click Sandboxes. Manage Sandboxes page is displayed.
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Figure 2-8 Oracle Identity System Administration - Sandbox tab

Identity System Administration

Event Management
(3, Reconcilation
Policies

[& 2pproval Poicies
Access Policies

[T Attestation Configuration
&, Password Policy
Configuration

[E] Form Desianer

483 IT Resource

[ Generic Connectar
[5=] Application Instances
@8 Lookups

Figure 2-9 Manage Sandbox

Identity System Administration

Event Management [ Manage sandbozes x [IE]
(8, Reconcilition

Policies Available Sandboxes  Published Sandboxes

E Approval Polidies @ Sandboxes allow you to isolate and experiment with customizations without affecting other users environments.,

actess Policios To customize create andjor activate a sandbiox. After customizations are complete you can publish the sandbox to make the customizations avallable to other users

m Attestation Configuration )

View = Create Sandoox 38 Delets Sandbo: [ refresh Activate Sandbox Deactivate Sanchax Fublish Sandbax » %
&, Password Poiicy
Sandbox Description Artive Last Modified On Last Modified By

Configuration

Mo data to display.
[i] Form Desigrer

483 IT Resource

({® Generic Connactor
E‘ Application Instances
&8 Lookups
System Entities

g User

5, Orgarization

(& Role

(L) cataog

2.3.3.1 Create Sandbox

To create a Sandbox, perform the following steps:

1. Click Create Sandbox. Create Sandbox page is displayed.

Figure 2-10 Create Sandbox

Identity System
Event Management [ Manage Sandboxes x [I]
(@ reconcilition
Policies Available Sandboxes  Published Sandboxes
E Approval Policies @ Sandboxes allow you to isolate and experiment with customizations without affecting other users environments,
arcess Policies To customize create and/or activate a sandbo, After custornizations are cormplate you can publish the sandbo to make the custoniizations availsbls to other users,
) Attestation Configuration
&_ password Poicy Vigw - 3% Delete Sandbox i) Refresh Activate Sandbox Deactivate Sandbax Publish Sandbox » »
&
Confl i Sandbox Description Active Last Mocified O Last Madified By
onfiguration

D p o Mo data to display.
=] Form Designer

483 IT Resource
[ Generic Cornector
5] Application Instances
@8 Lookups
System Entities
& User
3, Organization
(&5 Role
(L catdog
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Figure 2-11 Create Sandbox Dialog Box

Create Sandboo =2

i
" Earullssa Mam ||

Carileris Dht-S0r S

A Bronty Sarwlbax (o

Save mnd Cloge || Csncosl |
2. Specify the following values:

Table 2-3 Create Sandbox Parameters

Sandbox Fields Values

Sandbox Name CollectionsDev

Sandbox Description Collections Development
Activate Sandbox Check check box

3. Click Save and Close.

Figure 2-12 Create Sandbox Parameters

Create Sandbox B

* Sandbox Name | CollectionsDew I

Sandbox Description |Cu:ullecﬁ|:|ns Develppment |

Activate Sandbok

Save and Close Cancel

4. Click OK. The Confirmation dialog box appears.

Figure 2-13 Sandbox Creation Confirmation

Confirmation m

@Cﬂnﬁrmatk}n
Sandbox CollectionsDev was created using label Creation_IdM_CollectionsDev_04:29:01.

Ok

CollectionsDev sandbox is created and it is activated
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Note: After you activate the sandbox, any changes to metadata
objects are stored in the sandbox only. There can be only one active
sandbox at a time. The information about the active sandbox is stored
in the session. Therefore, a sandbox must be activated to continue
with customization after every login to Oracle Identity Manager.

Figure 2-14 Available Sandbox

Identity System Administration Accessbiity  Sandboxes (ColectionsDev) Help  SignOut  x
Event Management [E Manage Sandboxes x [I]
@, Recondiiation
Policies Available Sandboxes = Published Sandboxes
B Approval Policies (@ Sandbores alon you tosolate snd experiment with customizations nithout affectng other users environments.
Access Polices To customize create and/or activate a sandbox, After customizations are complete you can publish the sandbox to make the customizations available to ofher users.
=

[ Attestation Configuration
&_ Pessnord Polc View = Create Sandbox 3§ Delete Sandbox () Refresh ) Activate Sandbox (@) Deactivate Sandbox [ Publish Sancbox | Export Sandbox ) Impart Sandbox »

Configuration S Bescopton Active LastModifiedOn__Last Modified B
p Firm Dene [ Caliectorster Collectons Development O—Y—lADr T —
8% IT Resource

(@ Generic Comnector
Application Instances
&8 Lookups

2.3.3.2 Activate Sandbox

To activate a Sandbox, perform the following steps:

1. Select CollectionsDev sandbox and then click Activate Sandbox to activate
sandbox.

Figure 2-15 Activate Sandbox

Manage Sandboxes » @

Available Sandboxes = Published Sandboxes

@ Sandboxes allow you to isolate and experiment with customizations without affecting other users environments.
To customize create andfor activate a sandbox. After customizations are complete you can publish the sandbox to make the customizations available to other users.

View - Create Sandbox 3§ Delete Sandbox () Refresh (@ Activate Sandbox | Deactivate Sandbox @ Publish Sandbax |y Export Sandbox ) Import Sandbox »

Sandbox Description Active Last Modified On Last Modified By
| CollectionsDewv Collections Development Apr 3, 2014 mdsInternal

Sandbox is active now. It will be highlighted with green dot.

Figure 2-16 Activate Sandbox: Active

Manage Sandboxes x &

Available Sandboxes  Published Sandboxes

@ Sandboxes allow you to isolate and experiment with customizations without affecting other users environments,
To customize create and/or activate a sandbox, After customizations are complete you can publish the sandbox to make the customizations available to other users,

View + Create Sandbox 3¢ Delete Sandbox @ﬂ Refresh J Activate Sandbox @@ Deactivate Sandbox @ Publish Sandbox |i| Export Sandbox ‘i‘ Import Sandbox b
Sandbox Description Active Last Modified On Last Modified By
CollectionsDev Collections Development Q Apr 3, 2014 mdsInternal

2.3.3.3 Deactivate Sandbox

To deactivate a Sandbox, perform the following steps:

1. Select CollectionsDev sandbox and then click Deactivate Sandbox to deactivate
sandbox.
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Figure 2-17 Deactivate Sandbox

Manage Sandboxes @

Available sandboxes  Published Sandboxes

@ Sandboxes allow you to isolate and experiment with customizations without affecting other users environments,
To customize create and/or activate a sandbox. After customizations are complete you can publish the sandbax to make the customizations available to other users,

View - Create Sandbox 3§ Delete Sandbox @ﬂ Refresh ) Activate Sandbox @) Deactivate Sandbox ﬁ Publish Sandbox |i| Export Sandbox ‘i‘ Import Sandbox »

Sandbox Description Active Last Modified On Last Modified By
2 CollectionsDev Collections Development @ Apr 3, 2014 mdsInternal

Sandbox is deactivated now.

Figure 2-18 Post Deactivating Sandbox

Manage Sandboxes x E

Available Sandboxes = Published Sandboxes

@ Sandboxes allow you to isolate and experiment with customizations without affecting other users environments.
To customize create and/or activate a sandbox. After customizations are complete you can publish the sandbox to make the customizations available to other users.

View + Create Sandbox 3§ Delete Sancbox (g} Refresh @ Activate Sandbox () Deactivate Sandbox  [@ Publish Sandbox | | @) Export Sandbox &y Import Sandbox »

Sandbos Description Active Last Modified On Last Modified B
!! CollectionsDewv Collections Development Apr 3, 2014 mdsInternal l

2.3.3.4 Publish Sandbox
To publish a Sandbox, perform the following steps:

1. Select CollectionsDev sandbox and then click Publish Sandbox to publish
sandbox.

Figure 2-19 Publish Sandbox

Manage Sandboxes x @

Available Sandboxes = Published Sandboxes

@ Sandboxes allow you to isolate and experiment with customizations without affecting other users environments.
To customize create and/or activate a sandbox. After customizations are complete you can publish the sandbax to make the customizations available to other users,

View v Create Sandbox 3¢ Delete Sandbox | [} Refresh @ Activate Sandbox () Deactivate Sandbox |3 Export Sandbox & Import Sandbox »
Sandbox Description Active Last Modified On Last Modified By
2| CollectionsDev Collections Development Apr 3, 2014 mdsInternal

Sandbox is published now. It will be removed from sandbox list. Once Sandbox is
published, all changes will be visible to all the users.

Figure 2-20 Published Sandbox

B Manage Sandboxes I-_?I

Available Sandboxes = Published Sandboxes

@ Sandboxes allow you to isolate and experiment with customizations without affecting other users environments,
To customize create andfor activate & sandbox. After customizations are complete you can publish the sandbox to make the customizations available to other users.

View w Create Sandbox 3§ Delete Sandbox @ﬁ Refresh ) Activate Sandbox () Deactivate Sandbox 1} Publish Sandbox Export Sandbox & Import Sandbox »
Sandbox Description Active Last Modified On Last Modified By
Mo data to display.
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2.3.4 Import Collections Configuration

Collections adapter configuration for User Provisioning must be imported. Below is
the list of artifacts developed for Collections User Provisioning.

Table 2-4 Collections User Provisioning Artifacts

Artifact Artifact Type Description

Collections Collections It stores definition of connection parameters to connect
OBP Collections system.

Collection Arguments IT Resource Type It stores parameters and its values required to make

connection with OBP Collections. OIM uses this
information to connect target Collections system.

Collections User
Provisioning

Process Definition

This process definition contains process tasks for User
provisioning Create User, Change First Name, Change Last
Name, Change UserName, Change Email, Change End
Date, Change Collections User Group and Delete User.

Collection User

Resource Object

This resource object is used for provisioning users in
Collection. It contains Collections system details required
for provisioning.

ORMB Create User Task Adapter This adapter is responsible to create user in Collections.
ORMB Update User Task Adapter This adapter is responsible to update user in Collections.
ORMB Delete User Task Adapter This adapter is responsible to delete user in Collections.

UD_COLL_USR

Process Form

This is Collections process form associated with Collections
User Provisioning process. It holds relevant information
about Collections User resource object.

CollectionsUserDetails

Pre-populate Adapter

The Adapter is used to pre-populate user details in the
Collections resource form.

OBP Collections configuration can be imported in OIM by using deployment manager.

1.
2

Figure 2-21 System Management - Import

Identity System Administration

Log in to Oracle Identity System Administration.

In the left pane, under System Management, click Import. The Deployment
Manager - Import window is displayed.

Accessbiity Sandboxes Help SignOut  xelsysadn

Event Management
@ Recondiliation
Policies

[ Approval Palicies

[ Access Polides

i) Attestation Configuration
&, Password Policy
Configuration

[E] Form Designer

4% IT Resource

[/ Generic Connactor
Application Instances
@8 Lookups
System Entities

&y User

& Organization

@i role

[ Catalog
System Management
[ Seheduler

L Notification f
4% System Configuration
[} Manage Connector

|9 Export
> Upgrade
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3. In the Deployment Manager - Import window, click Add File and open
configuration file collections_oim_export.xml that is saved on your machine.

Figure 2-22 Deployment Manager - Import Screen

w Oracle Identity Manager - Mozilla Firefox | = | [=] B |
“_._ localhost:14000/xIWebApp/DeploymentManager/loadDU.do?method= displaylmpeort | LA v

Deployment Manager - Import

Click &dd File io add more files

Summany

)
« | o -

Import Files
A

Substitutions v
A

IT Resources v

e Add...

Hew Roles v
A

Current Selections

Objects Removed From Import

Mis=ing Dependencies To Create

Add File

Import

4. The Deployment Manager dialog box opens with file name being imported. Click
Add File.
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Figure 2-23 Deployment Manager - File Preview Dialog Box

D Deployment Manager X

File Preview
collections_aim_expoart

File Mame:

Exported By

Export Date

Export LRility “ersion

. collections_oim_export.xml

. XELSYSADM

. September 18, 2013 5:40:49 AM
; 2.0.2.0

Exported From:

e | [ ]
5. Click Cancel Substitution.
Figure 2-24 Deployment Manager - Cancel Substitution Dialog Box
Substitutions
Provide the substitutions for the usersigroups (Optional).
Type Current Hane Hew Hame
Rale SYSTEM ADMIMISTRATORS
UD_COLL_USR Yersion 2
Rale AlLL USERS
[ | cancel substiution | Next

6. Specify values for parameters in Collection Arguments section, see Table 2-1,
" OBP Collection Connection Parameters"
7. Click Next.
Note: Parameter Value shown in image are sample values. Provide

values as per your environment.
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Figure 2-25 Deployment Manager - IT Resource Instance Data

O Deployment Manager

Frovide IT Resource Instance Data.

;" Collections
b- Collection Arguments

== Mewy Instance==

Collection Arguments

Parameter Hame

wehzeryvicelrl
securityPolicy
hankCode

channel

huzinesslUnit
tranzactionBranch
sezsionlserld
zecurityParamLoakup
izSecurityEnabled
marketEntity

Parameter Yalue

Fittg: S,

BN T oo

oraclefvess_uzername_token |

05

BRM

Bank_BL

G942

QIMOBPCOLL

LOOKUP.COLL SECURITY PA

true

Bank_ME

Cancel IT Resource Madification l [

== Back Skip

J

I

Net |

8. Click Skip.

Figure 2-26 Deployment Manager - Skip Parameter Value

O Deployment Manager b

Provide IT Resource Instance Data,

ﬁh Collections
Collection Arguments

P == Mew Instances=

Provide the name of the IT resource instance to be created.

Instance Name:

Parameter Hame

tranzactionBranch
securityParamlookup
rarketEritity

channel
securityPolicy
sessionUserld
weehservicelrl

izmecurityEnabled

Parameter Value

{11}

Cancel IT Rezource Modification ] [

== Back ] Skip

et

9. Click View Selections.
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Figure 2-27 Deployment Manager - View Selections

O Confirmation »
Confirmation

Parameters have been provided for the following IT resources:
El ;?Cnllec‘tinns -
B @Collecﬂnn Argumerts
bankCode: 45

izSecurtyEnabled: true

transactionBranch: 5452
securityParamlookup: LOOKUP COLL SECURITY PARAMS

channel BRMN

marketEntity: Bank_MWE

wwehservicelrl:  hitpeflocalhost: 7T0026com ofss fo wehserviceiservices/oolection/ORME serPr

{11}

4 1l 3

Cancel IT Rezource Modification ] [ == Back ] [ View Selections

Overview of all artifacts that have been added will be displayed. Total number of
artifacts to be added must be 11. You can verify them in the Summary section for
All : 11.

10. Click Import.
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Figure 2-28 Deployment Manager - Import

Deployment Manager - Import

Click Add File to add more files.

Summany L

Current Selections Objects Removed From Import
%4 adpCOLLECTIONSUSERDETAILS
;ECollec‘tions
%Collecﬁon Arguments
E] ¢k Collection User

£ Data Object Definitior: 1
& Resource: 1

-

ﬂ\ IT Resource Defintion:

“Elprocess Form: 1 Bl ¥, Collections User Provisioning,
{E} Task Adapter: 3 {E} adpORMECREATEUSER
{E} Prepopulate Adapter: 1 {E} adpORMEUPDATELSER
4 Process: 1 £5% adpORMBDELETEUSER

upD_COLL_USR
A7 Lookup: 1 . E - -
= comithortech.xl.dataobj.tcUD_COLL_USR
;jIT Resource: 1 _

4 LOOKUP.COLLECTIONS.STATIC.PROPERTIES
Mis=ing Dependencies To Create

Import Files L4

collections_oim_export.xml

4 Add...
Substitutions L
4 ...

IT Resources L
4 Add...
Hew Roles L
4 ...

sgeFie || wmpot |

11. A Confirmation dialog box appears. Click Import.

Figure 2-29 Import Confirmation

Are you sure you want to import the selections?

Import Cancel

12. On successful import of data, Import successful message will be displayed. Click
OK and close Deployment Manager - Import window.

Figure 2-30 Import Confirmation Dialog Box

Impart successiul

Ifvou are importing forms with encrypted attributes for a clustered configuration, then restart all nodes of the cluster.
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2.3.5 Verify and Override Date Format Lookup
A lookup 'LOOKUP.COLLECTIONS.STATIC.PROPERTIES' has been added to map
environment specific properties to OIM.

After successful import, verify whether the lookup type
"LOOKUP.COLLECTIONS.STATIC.PROPERTIES' has been imported properly along
with the other configurations.

To verify the lookup type, perform the below mentioned procedures:
1. Log in to Oracle Identity System Administration.

2. In the left pane, under Configuration, click Lookups. The Search and Select:
Lookup Type window is displayed.

3. In the Meaning field, enter the lookup value
LOOKUP.COLLECTIONS.STATIC.PROPERTIES.

Figure 2-31 Entering Lookup Value

Search and Select: Lookup Type

A 8earch
Match @ & ¢ Any
Meaing | LOOKUP.COLLECTIONS.STATIC.PROPERTIES |
Code

Description

| Reset | -

action - View  [§ 7

Meaning Description
Mo data to display.

<

Lookup Yalues

Meaning Enabled  Sequence Descrition
No data to display.

>

ot | Cancel |

4. Click Search. The lookup types that match your search criteria get displayed in a
tabular format.
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Figure 2-32 Lookup Types Criteria Match

Search and Select: Lookup Type

- Search
Match @) A () Ay
Meaning  LOOKUR.COLLECTIONS, STATIC.PROPERTIES
Code
Description

| Seach || Resst -

action v View «  [§ /

Mezning Code Description
ILODKUP COLLECTIONS. STATIC PROPERTIES LOOKUP COLLECTIONS., I

q

LOOKUP.COLLECTIONS.STATIC.PROPERTIES: Lookup Yalues

Code Enabled Sequence Descrigtion
yyyyMdd DAETE_FORMAT v

>

| ok | Coneel |

This look up type will be shipped along with the Collections adapter
configuration. The default value of the DATE_FORMAT code for the lookup type
will be 'yyyyMMdd' or the "End Date' field on User form.

Meaning for the lookup code corresponds to the value for 'client.format.date'
property in root configuration properties.

Before trying to provision a user, please verify that the Meaning for the DATE_
FORMAT Code matches the property value of 'client.format.date’ in the root
configurations. If not, then edit the lookup type accordingly.

Note:

»  If the lookup type is not present, the user will not get provisioned
and generic failure message will be displayed in Open tasks for
Create User task.

»  If the lookup type is present but the Code is incorrect then the
user will not get provisioned and a generic failure message will be
displayed in Open tasks for Create User task.

»  Iflookup type is present and the code is correct but the Meaning is
not in sync with the format in root configurations, user will get
provisioned to Collections but with incorrect date. Considering
the current JODA date configuration, it will persist current system
date.
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2.3.6 Add Process Trigger

Process Tiggers are used to define task name for user fields. This task name could be
further configured in process definition and would be invoked when there is change in

corresponding field. Below configuration is to add Process Trigger for user fields used
for Collections User Provisioning:

1. Log in to Oracle Identity System Administration. In the left pane, under

Configuration, click Lookups. The Search and Select: Lookup Type window is
displayed.

Figure 2-33 Oracle Identity System - System Administration

Identity System Administration

Help  Sign Out

Event Management
(8, Reconcilition
Policies
[ Approval Policies
Acress Policies
m Attestation Configuration
&, Password Policy
Configuration
[i5] Form Desigrer
63 IT Resource
({® Generic Connactor
[55] 4pplication Instances
System Entities
&y User
5, Orgarization
(i Role
(L) catdog
System Management
[i@ Scheduler
| Notification
45 System Configuration
(5 Manage Conmector
&y Impart
|3 Export
Upgrade

Figure 2-34 Search and Select - Lookup Type

S sl ke | vk iy

- fSwarch

B imrrhaogs Wk

Add the following:

Code: Lookup.USR_PROCESS_TRIGGERS
Click Search.
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Figure 2-35 Search Lookup Type

Search and Select: Lookup Type

4search
Match @ Al () Any
Mezning

[Cede ™ Lockup.Usk_PROCESS_TRIGGERS |

Description

Action v View =

Mezning

&7

Code Description

\_PROCESS_TRIGGERS Lookup.USR_PROCESS_TRIGGERS.

Lookup.USR_PROCESS_TRIGGERS: Lookup Values

Meaning
Change First Name
Change Last Name
Change User Identity
Change User Location
Change User Manager
Change User Password
Change User Type
Change Username
Mave User

4. Click Edit icon. Edit Lookup Type dialog window will open.

Figure 2-36 Edit Lookup Type

Edit Lookup Type

Code Enabled Sequence Description
USR_FIRST_NAME v

USR_LAST_NAME

USR_TYPE

USR_LOCATION

USR_MANAGER_KEY

USR_PASSWORD

USR_EMP_TYPE

USR_LOGIN

ACT_KEY

* Meaning | Lookup.USR_PROCESS_TRIGGERS Description
Code Lookup.USR_PROCESS_TRIGGERS

Lookup Codes

View = ‘ %2 ‘ i Detach
* Meaning l“‘ Code Enabled Sequenr.:e Description

Change Collections II USR_UDF_COLLEC I-I -I - &
| change Email [usr_EMaL | | L
|change End Date | USR_END_DATE | | 1
| Change First Name | USR_FIRST_NAME | |
| Change Last Name | USR_LAST_NAME | |
| Change User Ideni | USR_TYPE | | il
. i — .

Save Cancel

5. Click Add icon. Add the following parameters in the row that appears.
Code: USR_EMAIL

Meaning: Change Email
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Figure 2-37 Adding a Lookup Type

Edit Lookup Type

* Meaning | Lookup.USR_PROCESS_TRIGGERS Description

Code Lookup,USR_PROCESS_TRIGGERS

Lookup Codes

* Meaning | Enabled |5equence Description |
Change Email USR_EMAIL it

|| Change Email [usr_EMaTL ‘: ‘
Change End Date USR_END_DATE ;

Change First Name | USR_FIRST_MAME
Change Last Mame | USR_LAST_MAME
Change User Ideni | USR_TYPE

IEEEEEE

Save Cancel

6. Similarly, add the following variables (repeat step 4) and then click Save.

Table 2-5 List of variables

Code Key Meaning

USR_EMAIL Change Email

USR_END_DATE Change End Date

Figure 2-38 Edit Lookup Types

Edit Lookup Type oo
*Meaning |Lookup.USR_PROCESS_TRIGGERS Description
Code Lookup.USR_PROCESS_TRIGGERS
Lookup Codes
View %
* Meaning

|" Code Enabled |Sequence Description

Change Email
_Change End Date

USR_EMAIL
USR_END_DATE

Change First Name
Change Last Name
Change User Ident
Change User Locat

Change User Mana

USR_FIRST_NAME
USR_LAST_NAME
USR_TYPE
USR_LOCATION
USR_MANAGER _KE

Cd

Ld
Cd
Cd
Cd
7
"
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Note:

Meaning value is used as Process definition Task name. If

there is any change in meaning value, then corresponding name
change must be done in Process definition task.

Below table lists the Code Key being used:

Table 2-6 Code Key details

Code Meaning Process Definition Task Name
USR_FIRST_NAME Change First Name Change First Name
USR_LAST_NAME Change Last Name Change Last Name

USR_EMAIL

Change Email

Change Email

USR_LOGIN

Change Username

Change Username

USR_END_DATE

Change End Date

Change End Date

To verify process task name in Process Definition login to design console and open
Process Definition tab as shown below:

Figure 2-39 Verifying Process Task Name

[=] Oracle Identity Manager Design Console : connected tojdbcoracethin@lodgozzzizineerze . T T O .

File Edit ToolBar Help

W plalals

EIEIL]

= racte enty Manager Design Cansi ¢

Process Definition

2 user Management
(2 Resource Management
=] Process Management
Email Definition
BB Process Definion
=] Administration
/2 Lookup Definition E
&> User Defined Field Definition |

Name [ORWB User Provisioning ‘ Map Descriptive Fieid H Render Workfiow
Tvpe [provsionng | [v]DefautProcess ] Auto Pre-populate

Object Name  |ORMB User [[] Auto Save Form

| Form Assignment

Table Name

Reconciliation Field Mappings | Administrators

Remote Manager
%, Password Policies
(21 Development Tools

Task Default Assignee | Event Handler/Adapter ¥

Conditional |

Required for Completion Constant Duration Disable Manual Insert

Resource Attestation Event Occurrey

R Delete Received

User Aftestation Event Occurred

Update Received

R Insert Received

Service Account Changed

System Validation

]
2
3
4
5 |Service Account Moved
8
7
8
9

Service Account Alert

IECORIE R EEREE

10 |Create User adpORMBCREATEUSER

11 |Delete User adpORMBDELETEUSER

12 [Change First Name adpORMBUPDATEUSER

13 |Change Email adpORMBUPDATEUSER

14 |Change Username adpORMBUPDATEUSER

15 |Change End Date adpORMBUPDATEUSER

16 |Change Last Name adpORMBUPDATEUSER

17 |Change Collections User Group adpORMBUPDATEUSER

HEEEEEEDEOEEEEEER

EFEFEEEEEE
I
I

2.3.7 Create Collections Role

This role is used to define access policy. Minimum access should be provided as it
would be applied to every user eligible for Collections User provisioning.

1.
2.

Log in to Identity Self Service.

Under Administration, click Roles. The Search Roles page is displayed.

Configuration 2-23



OIM Configuration

Figure 2-40 Oracle Identity Self Service

Identity Self Service

Accessbiity  Sandboves

Customize Help SignOut

[E8| Home i Roles x
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Role Mamespace [ Starts with v
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Actions v View v {fhCreate  # Open
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Row Display Name
No data to display

3¢ Delete i Refresh

Ep | EfiDetach

Name

Saved Search |SearchRoles ¥

Search || Reset || Save... || AddFields ~
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3. Click Create on the toolbar. The Create Role page is displayed.

Figure 2-41 Create Role

Identity Self Service

Accessbiity  Sandboxes

Customize Help SignOut x=

5 Home &5 Roles x i create Role x
Inbox Create Role

My Profile

& My Information

&, My Access
Requests

[ catalog

@8 Track Requests

Pending Attestations
Administration

&g Users

& Roles

(g Role Categories

&R, Organizations

[E) Attestation Dashboard
[ Open Tasks
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Attributes

*Name
Display Name:
Role E-mail

Role Description

Role Category

Owned By

ye

4. Specify the following values and then click Save.
Name : COLL_USER
Display Name : COLL_USER

Role Description : Default Role for all Collections User

Role Category: Default

5. Click Save.

Save | Cancel
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Figure 2-42 Create Role - Values

Identity Self Service

Accessbiity  Sandboxes

= Home &) roles x #) create Role x i)
[ Inbox Create Role
My Profile
& My Information
Attributes
& My Access
Requests

Cancel

L] catalog
@8 Track Requests

. * Name| COLL_USER
Pending Attestations —

Administration Display Name| COLL_USER
g users Role E-mail
i Roles

[ Role Categories Role Description|[Defait Role for al Collections

User 2
&R Organizations
[25] Attestation Dashboard Role Category | Default s

[ Open Tasks

e

Owned By §

pe)

Figure 2-43 Create Role - Attributes Tab

Identity Self Service

Accesshiity  Sandboxes

B8 Home i Roles x ) coLL_usERr x i)
[# Inbox Role: COLL_USER
My Profile ¥ Delete B Access Poliey

& My Information

Attributes | Herarchy | Members | Organizations

& My Access
Requests Apply || Revert
L) catalog

@8 Track Requests

. *MName COLL_USER
Pending Attestations -

Administration Rale Namespace Default

g users * Display Name | COLL_USER

& Roles
Role E-mail

[g Role Categories ol E-mall

& Organizations Role Description Defauit Role for al Collections

[£5] Attestation Dashboard User y

) OpenTasks Role Catagory Default Q
Owned By System Administrator Q,

6. Click Members tab. The Members tab is displayed.

Figure 2-44 Create Role - Members Tab

] Home &3 roles x ) coLL_usEr x ]
[ Inbox Role: COLL_USER
My Profile R Delete B Access Policy

& My Information
B Attributes | Hierarchy |Members = Organizations
(&= My Access

Membership Rule and Members

R . Apply Apply and Evaluate Revert
equests
) Catalog
:1  mequest User Membership Rule o AddRule 3¢ Delete rule
rack Reguests
Pending Attestations Rule:
Administration Click the Add Rule buttan to set the rule for this role
& Users
& Rokes Members
Direct | Indrect Al
[ Role Categories
i The following table displays users that are directly assigned to this role
4B, Organizations -
=) Attestation Dashboard View v | []Assign 3§ Revoke [fjRefresh  [lg#] G Detach
[ Open Tasks
Row Display Name User Lagin Organization E-mail
No data to display

Columns Hidden 5
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7. Click Add Rule under User Membership Rules. The User Membership Rules for
COLL_USR dialog box is displayed.

Figure 2—45 Create Role - Add Rule

]dentity Self Service Accessbiity Sandboxes Customize Help  Sign Out
B8 Home i roles x () coLL_usEr x i)
[# Inbox Role: COLL_USER
My Profile ¥ Delete B Access Policy
@ My Information
Attributes | Hierarchy  Members  Organizations
& My Access
Membership Rule and Members Apply Apply and Evaluate Revert
Requests
2 Catalof
L Catabg User Membership Rule o AddRule | $ Delete ruie
@8 Track Requests
[ Pending Attestations Rule:
Administration Click the Add Rule button to set the rule for this role
&y Users
5 roles Members

Direct Indrect &l

[ Role Categories
The following table displays users that are directly assigned to this role
R, Organizations p—

] Attestation Dashboard View | []assign §¢€Revoke [fjRefresh  [E#] fipetach
i) Open Tasks

Figure 2—46 Create Role - Build Expression

i User membership rules for role COLL_USER L)

Build Expression Preview Results

1F Select Operand Value
B [ [=] <2o0s =

Attributes Literals

Display Name DataType | |
FA Territary String @ -
Employee Mumber String @
Locale String @
Middle Mame String @|=
Display Name String [0)
Timezone String [6)
Mabile String [6)
LDAP Organization String [O)

j Account Status String (0]
End Date Date @
Pager String @
Deprovisioned Date Date (O]
Deprovisioning Date Date @
PO Box String 6]
Full Name String @
Country String @
Design Console Access String @
E-mail String @
Peassininnod Raba Pt [~
@ Add

Save Cancel

8. Create Rule such that COLL_USR role is assigned to User that need to be
provisioned to Collections. Here we have defined Rule Based on Organization.
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Figure 2-47 Create Rule - Add

5@ User membership rules tor role COLL_USER

Build Expression Preview Results
IF

B | ] oo =

La

Select Operand Value

1

Attributes Literals

Display Name Data Type | |
iaTiager CISpiay WNaiie SUTg
Manager Last Mame String
Locality Name String
Street String
Password Expired String
Department Number String
Hire Date Date
Password Warned String
Preferred Language String
Telephone Number String
Home Postal Address String
Description String
Home Phone String
LDAP Organization Unit String
Fax String
Postal Code String
Organization String
User Login String
Title String

Figure 2—48 Create Rule - Select Operand Values

4k user membership rules for role COLL_USER

Build Expression Preview Restlts
IF
Organizaticn | = [=] T =

§ Add

Select Operand Value

Attributes Literals

Required dats type is String

Value | Requests|

eepeeeeeceeeceeeeeeed
]

Save Cancel

Save Cancel
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Figure 2-49 Create Rule - Build Expression

5P User membership rules for role COLL_USER 1
Build Expression Preview Results
¥ Select Operand Value
Organization |= [=] 'requestsr =
And | Display Name DataType | |
FA Territory String @ =
Remove Employee Mumber Siring LD
Locale String @
Middle Name String @|=
Display Name String @
Timezone String @
Mabile String @
LDAP Organization String @
ﬂ Account Status String @
End Date Date @
Pager String @
Deprovisionad Date Date @
Deprovisioning Date Date @
PO Box String @
Full fiame String @
Country String @
Design Console Access String @
E-mal Siring LD
Provisinned Nate Nate G~
Q add

Save Cancel

Figure 2-50 Create Rule - Build Expression Updated

i User membership rules for role COLL_USER 1]
Build Expression Preview Results

* Select Operand Value

(

Organization |= [=] 'Requests' = Attributes Literals

oR
Display Name: Data Type

Orgsnization | = [+] 'xellerate Userzs' =l By we | = |

)= FA Territory String @ -
Employee Number String [O)
Locale String @
Middle Mame String @ =
Displary Name String [O)
Timezone String @
Mobie String @
LDAP Organization String @

j Account Status String (6]

End Date Date @
Pager String [6)
Deprovisioned Date Date ®
Deprovisioning Date Date ®
PO Box String @
Full Name String (O]
Country String ®
Design Console Access String 6]
E-mail String [O)
Provisinned Nate Nate @
@ Add

Save Cancel

Note: It is been observed that when Role membership rule is applied
to a user its membership is not pushed to OID (that is, user is not
added to Role in OID). To overcome this behavior enable schedule job
'LDAPSync Post Enable Provision Role Memberships to LDAP' in
periodic mode (as per requirement).
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2.3.8 Create Access Policy

Policy based provisioning is being used, that is, whenever policy is applied, the user is
directly provisioned to resource.

This policy is applied whenever a user is made part of specified role COLL_USR. Also,
COLL_USR is applied to user through membership rule. Thus, policy will be applied
to user and the user would be provisioned to resource - Collection User.

Note: Here, we have used COLL_USR Role, but it can be changed as
required.

1. Log in to the Oracle Identity System Administration.

2. To open the Create Access Policies page, under Policies, click Access Policies. This
displays Manage Access Policies dialog box.

Figure 2-51 Create Access Policy - Access Policies

Identity System Administration Accessbiity Sandboxes Help SignOut  xelsysad

Event Management
@, Recondiiation
Policies

[ Approval Policies

Access Polices
[I5) Attestation Configuration
@&, Password Policy

Configuration

[EE] Form Designer

8% IT Resource

(@ Generic Comnector
Application Instances
&8 Lookups

System Entities

& User
B, Organization
i role
[ Catalog
System Management
[ Scheduler

L Notification |
45 System Configuration
[ Manage Connectar
1) Import
|3 Export

> Upgrade

3. Click Create Access Policy.
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Figure 2-52 Create Access Policy

e

0 eLME /xIWebApp/ManageAccessPolicies.do?method=manageAccessPolicies

Manage Access Policies
Enter your search criteria to search for access policies.

| *] | |
[ ]| |

Search Access Policies ‘ | Create Access Policy I Clear

4. In the Create Access Policy dialog box, specify the following;:
Access Policy Name: Collection User - Access Policy
Access Policy Description: Collection User - Access Policy
Provision: Select radio button Without Approval

5. Click Continue.
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Figure 2-53 Create Access Policy - Continue

Q Select Resources to Be Provisioned by This Access Policy - Mozilla Firefox = |

| & ofss310654:14000/xIWebApp/CreateAccessPolicy.do

Create Access Policy @2 3 45

Step 1: Create Access Policy

* Indicates Required Field

Access Policy Name A |Collection User — Access Palicy

Collection User — Access Policy

Access Policy Description

Provision @' without Approval

ith Approval
Retrofit Access Policy ¥

Priority = Current Lowest Priority =0

-

6. Select Collection User check box.
7. Click Add.

Figure 2-54 Create Access Policy - Select Resources

-
Create Access Policy @ 3 45

Step 2: Select Resources
Specify the resources to be provisioned by this access policy.
* Indicates Required Field

Filter By =] Go

Selected:
Results 1-1of 1 First | Previous | Mext | Last
Resource Name
[

Callection User
- Add >>
First | Previous | Next | Last

<< Remove

Exit << Back Confinue >>

8. Click Continue.
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Figure 2-55 Create Access Policy - Selected Resource

Create Access Policy @3 4 5

Step 2: Select Resources

Spedify the resources to be provisioned by this access policy.

* Indicates Required Field

Filter By ‘ E” | Go
Selected:

Results 1-10f 1 i i |
First | Previous | Mext | Last Callection User

m Resource Name

Collection User
Add >>
<< Remove

First | Previous | Mext | Last

Exit << Back ‘ | Continue >> ||
| —

9. Click Continue.

Figure 2-56 Create Access Policy - Select Resource

Create Access Policy @3 45

Step 2: Select Resources

The subsequent pages wil guide you through providing the data to associate with the following resources you selected to be provisioned by this Access Policy:

* Collection User

Exit << Back Skip This Step | Continue >> 